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Abstract

In the era of growing digital threats, real-time detection of fake text messages has become a key
challenge to ensure systems and services integrity. The literature review examines the latest de-
velopments in the field, focusing on the use of advanced machine learning techniques and deep
learning. To have a full understanding of the most recent developments, common techniques
and challenges, the review covers both—methodological and practical aspects of implementing
real-time systems, and discusses other aspects related to efficiency, scalability and data manage-
ment. The study underscores the critical role of advanced analytical techniques in combating
the rapid dissemination of misinformation in contemporary digital environments.

Keywords: Fake text messages, Recognition of fake news, Real-time detection, Machine learn-
ing.

1. Introduction
In the digital age, the spread of fake text messages, commonly referred to as fake news, as well
as SMS spam or phishing attempts, has become a serious problem for individuals and organi-
zations, with societal implications in general. The false or only partially manipulated messages
are often intended to spread false information on Internet, and often to extract confidential infor-
mation or spread malware, posing serious security and privacy risks. To combat such a growing
threat, researchers have increasingly turned to machine learning techniques that can detect and
filter fake text messages.

However, detection alone has shown little to no impact, considering the rapid pace and time-
sensitive nature of fake news dissemination. Numerous studies emphasize that the speed and
patterns of spreading are critically important. Research has found that fake news or deceptive
content spreads most rapidly within the first hours, often peaking in the initial minutes of sharing
with around 70% faster spreading that real content [9], [23]. Many studies have recommended
the development of advanced real-time detection systems that utilize machine learning (ML)
and deep learning (DL) techniques that allow the analysis of vast amounts of data quickly and
accurately [18], [22]. Given these findings, it is suggested that real-time detection is the most
crucial and sensitive aspect of addressing the spread of fake news, considering the existing gaps
and potential improvements in the field.

Machine learning, with its ability to analyze massive amounts of data and identify patterns,
offers a promising solution to the problem of fake text messages [5]. Traditional methods such
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as rule-based filtering have proven insufficient to keep up with the evolving tactics of malicious
actors. Machine learning models, especially those using natural language processing (NLP)
techniques, can dynamically adapt to new types of fake news, spam, as well as phishing attempts
[5], [19], [21]. By training on large datasets of labeled messages, these models can learn to
distinguish legitimate from fake communications with high accuracy.

The research community has made significant progress in developing and refining machine
learning approaches. To enhance the detection capabilities of these models, techniques such
as machine learning, deep learning, and reinforcement learning are used [18, 19]. Moreover,
the integration of real-time detection mechanisms ensures that users are protected immediately,
without any noticeable delays. This article describes the methods, approaches, datasets, and
evaluation metrics used in current research, providing a comprehensive overview of the state-
of-the-art in real-time fake text message detection. This paper discusses the current state of
research taking into consideration the critical aspect of real-time detection, while highlighting
recent developments and challenges.

2. Research methodology
This section outlines the methodology employed in the study, aimed at exploring machine learn-
ing solutions for real-time detection of fake news. Given the rapidly evolving nature of misinfor-
mation tactics, it is crucial to employ advanced analytical techniques. Our methodology focuses
on identifying the most effective ML methods for text classification, enhancing computational
efficiency, addressing challenges in real-time detection, and optimizing ML systems.

Following established frameworks in software engineering literature reviews, such as those
outlined in [18] this study employs a structured approach to investigate the efficacy of ML meth-
ods in real-time fake news detection. In PRISMA protocol the definition of research questions
is based on PICO that can be defined as follows: (1) P (Population): text messages (SMS,
messaging texts); (2) I (Intervention): ML algorithms for fake text message detection; (3) C
(Comparison): (Implicit) human-based detection, rule-based systems or alternative ML meth-
ods; (4) O (Outcome): accuracy, precision, recall, F1-score, detection time (or other measures of
real-time performance). By defining the following research questions, we aim to systematically
address critical aspects of the field, ensuring comprehensive understanding and robust analysis:

1. RQ1: What are the most common machine learning techniques used for text classifica-
tion?

2. RQ2: What strategies are employed to enhance the computational efficiency of machine
learning models?

3. RQ3: What approaches excessively optimize (leading to overkilling) or minimally impact
the performance of machine learning models?

4. RQ4: What are the primary challenges associated with detecting fake news in real-time
systems?

5. RQ5: What methods are utilized to optimize real-time systems?

The focus was on finding solutions related to text classification, but there are also publica-
tions related to multi-modal classification. Information was sought about systems processing
and classifying in real time.

The main purposes of the research questions of this study are: through (RQ1) and (RQ2),
we cover both the theoretical and practical aspects of model development. By investigating
methods as stated in (RQ3) we will shed light on identifying best practices and potential pitfalls,
which is crucial for refining detection models. Moreover, focusing on the challenges specific
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to real-time systems (RQ4) and optimization techniques (RQ5) we ensure that our findings are
directly applicable to the development of effective, timely solutions for fake news detection.

To analyze the research works in the field of artificial intelligence used to detect text fake
news and process the data in real time, the following databases were selected: (1) ACM Digi-
tal Library; (2) IEEE Digital Library; (3) Elsevier Science Direct; (4) Springer Library. The
used search string with keywords: ("fake text message" OR "SMS fraud" OR "spam detec-
tion" OR "phishing detection") AND ("machine learning" OR "artificial intelligence" OR "deep
learning") AND ("real-time" OR "online detection" OR "streaming data"). The pre-selection
criteria defined in this way allowed us to find 770 scientific publications: 423 papers from Sci-
ence@Direct, 163 from ACM Digital Library, 94 from IEEE Digital Library, 90 from ISI Web
of Science.

The initial selection of papers was guided by following defined criteria – inclusion/exclusion
criteria: (1) The works concern issues related to machine learning (ML) or deep learning (DL)
in the field of classification of false information – a necessary criterion. (2) The papers not
published before 2018 – it was decided to include works from a maximum of 7 years ago. (3)
The works contain a AI / ML / DL model along with the achieved result – the final goal of the
research work is to create a model, hence the state of knowledge should include achievements
not only in the theoretical sphere, but also provide the information about the created solutions in
the field of artificial intelligence / machine learning. Initially, models achieving less than 90%
accuracy should be rejected, but this criterion has changed. In some cases, it was observed that
although the results are slightly worse, the created method may influence the development of a
new solution. (4) English as the target language – this criterion was adopted due to the fact that
our research work is based on the classification of fake news in English. Solutions that included
multilingual models were accepted. (5) Text classification – the lack of text classification in
the work did not assess it as useful for defining the state of knowledge within the considered
problem. Some works contain both text and image classification, therefore only the part relating
to the textual aspect was taken into account.

The lack of fulfilling these criteria resulted in the rejection of the given study. It is worth
mentioning that works focusing on the classification of fake news in real time were also searched
for. However, due to very small number of such studies, it was not decided to include it as a
criteria. Of the total 770 papers collected, 165 were duplicates. After excluding conference
papers and review papers, 51 research papers were selected for the final analysis.

Following the selection based on the above-mentioned criteria, the selected papers were
further analyzed. Each article was rated on a scale of 0-4. This constitutes the scale of usefulness
of scientific work in searching for the state of knowledge about the given problem [18]. The
evaluation criteria were formulated in the form of following questions:

• Does the study contribute to detecting text fake news?

• Does the study concern real-time system solutions?

• Are the research objectives clearly defined by the authors?

• Is the solution clearly presented and justified?

Each question of evaluation criteria could be answered with "no" giving 0 points, "partially"
giving 0.5 points and "yes" giving 1 point. Each scientific work that received at least 1.5 points
according to the grades was taken into account as a work relating to a given problem. As a result
of this assessment, the papers were obtained presenting the current state of knowledge.

3. Analysis of review results
This section presents the results of the state-of-the-art analysis based on determined research
questions. The answers to predefined questions constitute the current state of knowledge about
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detecting the text fake news. Both methods and challenges important in the context of exploring
the topic of NLP (in particular false information) are discussed.

3.1. RQ1: What are the predominant machine-learning techniques used for text classi-
fication?

Model building and data analysis. The researchers often use different methods for data process-
ing and classification. Most of the studies follow the AI/ML standard methods described in this
section. However, it is worth attention to some procedures that can optimize the sample classifi-
cation process. The purpose of summarizing the methods is to select the best suited approaches
to solve a given problem. Analysis of the achievements of other works allows us to determine
the level of performance of individual approach.

Preprocessing. There are various methods for obtaining the feature vectors in analyzed
works. Currently, the standard is to clean the texts of punctuation marks and stop words. When
choosing this through NLTK module, it is necessary to transform the text into feature vectors.
The most popular algorithms are Word2VEC, TF-IDF and BERT model. Sometimes the LIWC
algorithm is also used. The characteristics and variations of algorithms are more important than
the principle of operation itself – especially in the context of real-time processing. The results
achieved by most algorithms in combination with the classifiers are usually similar, but the
dominant popularity of some does not come out of nowhere.

Word2Vec is a prevalent approach used for producing the word embeddings, which are vec-
torized representations of words in a continuous vector space. This method seeks to acquire
distributed word representations by analyzing their contextual usage in a given text corpus.
The algorithm presents two primary frameworks: Continuous Bag of Words (CBOW) and Skip-
gram. The CBOW architecture predicts the target word by taking into account its context words,
using a context window of words as input. The goal is to optimize the likelihood of accurately
guessing the target word based on its surrounding context. Conversely, the Skip-gram archi-
tecture aims to forecast context words based on target word, with objective of maximizing the
probability of context words given the target word.

The training procedure encompasses the preparation of an extensive corpus of text, the pre-
processing of this text, and the creation of a vocabulary wherein each word is assigned a distinct
vector representation. The model’s architecture comprises an input layer, embedding layer, and
a layer that can be either CBOW or Skip-gram. The training objective aims to optimize the
probability of target word given its context (CBOW) or the probability of context words given
the target word (Skip-gram), usually by utilizing negative log likelihood as the loss function.
Optimization techniques, such as Stochastic Gradient Descent (SGD), are utilized to modify the
weights (word vectors) and improve the predicted accuracy of the model.

After undergoing training, Word2Vec generates vector representations for every word in the
vocabulary, effectively capturing the semantic associations between words. The embeddings in
question capture contextual similarity, meaning that words that appear in comparable situations
would have similar vector representations. The spatial arrangement of word vectors in the vec-
tor space indicates semantic associations. The influence of Word2Vec extends to diverse natural
language processing (NLP) problems, such as text categorization, sentiment analysis, and ma-
chine translation, owing to its capability to offer significant and efficient word representations.

The duration of training Word2Vec models is contingent upon various parameters. The
size of the corpus is a significant factor, as larger datasets necessitate more processing time.
Furthermore, the selected model architecture, such as CBOW or Skip-gram, has an impact on
computing requirements, with Skip-gram models typically being more resource-intensive. The
dimensionality of word vectors is an additional factor to consider, as it impacts the level of
complexity in the computations required.

The overall training duration is influenced by hyperparameters, including the learning rate,
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context window size, and the number of negative samples. Adjusting these parameters may
need extra computational resources. Hardware accelerators, such as GPUs or TPUs, can greatly
speed up the training process by efficiently handling the matrix operations involved in neural
network training. In addition, Word2Vec implementations utilizing widely-used deep learning
frameworks such as TensorFlow or PyTorch can facilitate the parallelization across several CPUs
or GPUs, resulting in additional reduction of training time.

Optimization methods such as hierarchical softmax or negative sampling are commonly used
to accelerate training by approximating the complete softmax function. Early termination can
also be incorporated, enabling the training process to end once a desirable level of performance
is reached, so preserving computational resources.

Term Frequency-Inverse text Frequency (TF-IDF) algorithm is a technique that assigns
weights to words based on their importance within a text compared to their frequency throughout
a whole collection of documents. The computation of the TF-IDF score for a term in a document
involves the multiplication of its TF (Term Frequency) and IDF (Inverse Document Frequency)
values. This rating accounts for both the relative value of the term within the document and its
overall importance throughout the full collection of texts. Words with higher TF-IDF scores are
seen as more significant inside a document, and ensuing sparse vector form is typical in TF-IDF
results.

This approach is extensively employed in information retrieval, text categorization, and
keyword extraction because to its effective ability to capture the significance of phrases in a
collection of documents. TF-IDF is typically efficient in terms of computing time, making it
well-suited for a range of text analysis applications, especially when compared to more compu-
tationally intensive embedding models [20].

Bidirectional Encoder Representations from Transformers (BERT) unlike other extraction
algorithms, it is architecturally based on a deep learning solution. Moreover, its advantage is
the fact that it is pre-trained on a huge amount of data and this network has been tested in many
fields other than just detecting the fake news.

In the context of fake news, it is possible to use the fine-tuning method on the collected data,
without modifying the architecture (possibly adding a feature vector at the end to match the rest
of the solution is not a problem). Training reduces generalization and allows for the extraction of
text features characteristic of the separation of fake news and true news. An important advantage
of BERT is also the ability to capture the context of the word used. This may be especially
important when using everyday language, as some words may have two meanings [8].

The Linguistic Inquiry and Word Count (LIWC) algorithm is an infrequently used feature
extraction method in the context of fake news detection solutions. The primary objective of this
tool is to examine the written or spoken language and extract different linguistic and psycholog-
ical characteristics from the text in order to gain the understanding into the psychological and
emotional aspects of language [24].

The primary objective of the extraction process is to generate the features based on word
count, categorization, and percentage computation:

1. Word counting – an algorithm that tallies the frequency of particular words or word cate-
gories in a provided text. The terms are predetermined and classified into categories such
as emotions, cognitive processes, social processes.

2. Categorization involves the classification of words into predetermined linguistic and psy-
chological groups. Lexical items denoting positive or negative affect, definite and in-
definite articles, personal and possessive pronouns, and other linguistic element that are
systematically classified into distinct categories.

3. Percentage calculation – computes the proportion of words in a given text that fall into
specific established categories, offering a standardized measure for comparing texts of
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varying lengths.

The computational duration of LIWC is contingent upon the magnitude of text and the in-
tricacy of categories. It is typically effective for small to medium-sized texts but can be com-
putationally costly for really large datasets. The time complexity is determined by the quantity
of words and categories being examined. The underlying idea of LIWC is that certain language
patterns and word categories might serve as indicators of psychological and emotional states.
The program categorizes words into predetermined categories and examines their distribution to
gain the insights on the psychological attributes of the text.

AI models architectures. In the category of artificial intelligence models considered in the
application of text processing, it is worth dividing this category into two parts: machine learning
and deep learning. Machine learning category uses basic algorithms such as SVM and it is
currently no longer the primary method for processing the text samples. Solutions based on
recurrent networks have become particularly popular. Thanks to them, it is possible to achieve
the fake news classification results of 95.99%.

Very often, well-known machine learning algorithms are used after feature extraction. They
usually provide a kind of reference point for more proposed deep networks. The results achieved
on well-categorized LIAR and PHEME sets range from 85% to 95%, depending on the method
of feature extraction and data preparation used. In most cases, a benchmark in the form of
a comparison of SVM, RF, DT, MLP algorithms may not be enough to fully legitimize the
artificial intelligence model. They may constitute the basis for testing new/modified feature
extraction methods, but combining them with deep learning algorithms will not bring anything
new to the current state of art [5].

Due to their lower computational complexity, their use seems to be more reasonable and
optimal from the point of view of processing speed. Three different network recently gained the
most popularity and constitute a reference point in the research are the following:

1. Long Short-Term Memory (LSTM) is designed to solve the problem of vanishing gradient
and to capture the long-range connections in sequential data. The fundamental compo-
nents are memory cells, responsible for preserving a state of long-term memory. The
movement of information into and out of the memory cell is regulated by three gates:
Forget, Input, and Output. The Forget gate is responsible for selecting the elements to be
removed from the cell state, while the Input gate is responsible for identifying and storing
the new information. The Output gate, on the other hand, regulates the information that
will be produced as output. The cell state retains information throughout time, while the
hidden state acts as the output of LSTM cell, gathering pertinent information from the
input [15].

2. Bidirectional LSTM (bi-LSTM) differs from standard LSTMs in processing input se-
quences bidirectionally, considering both past and future information concurrently [10].
This processing of the network enables it to assimilate information from both preceding
and subsequent contexts, hence enhancing its ability to comprehend and capture interde-
pendencies within the input sequence. A Bi-LSTM architecture comprises two distinct
LSTM layers: one that processes the input sequence in the forward direction and another
that processes it in the backward manner. Every LSTM layer retains its own distinct hid-
den state and memory cell. The outputs from both directions are commonly concatenated
at each time step or mixed in a different way to create the ultimate output sequence [10],
[12].

3. Gated Recurrent Unit (GRU), like LSTM, employs the same mechanisms, but with a more
straightforward structure consisting of two primary gates: Reset Gate and Update Gate.
Reset Gate is responsible for determining the extent to which previous information should
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be disregarded or forgotten. The model utilizes the preceding hidden state and the current
input to generate a value ranging from 0 to 1 for each element in the hidden state. A
value of 1 indicates total retention, while a value of 0 signifies complete disregard. Up-
date gate controls the extent to which the current concealed state should integrate the new
information. It determines the extent to which previous information should be transmit-
ted to subsequent instances. Like the reset gate, the update gate vector is generated by
processing the previous concealed state and the current input. The GRU model does not
have a distinct cell state, unlike the LSTM model [2], [11]. Alternatively, there exists
a concealed candidate state that merges information from the preceding concealed state
with the present input. The candidate hidden state is calculated using the reset gate and
it is subsequently combined with the previous hidden state using the update gate through
linear interpolation [14].

In addition to the recurrent network architectures defined in this way, convolutional networks
are also used (despite their purpose for image analysis). Overall, these 3 or 4 architectures
are often compared to see which one achieves the best results with a particular preprocessing
method. The Word2Vec algorithm is most often used, where in combination with recurrent
networks results achieves around 95%-99% on ISOT [17], LIAR, FakeNewsNet sets [16], [15],
[10], [2], [23]. On the other hand, some studies indicate good results achieved by combining
BERT and convolutional networks. They achieved similar results on the same harvests – also
around 95% on all quality measures [7].

Results comparison. When examining results, standard quality measures are most often
used, i.e. accuracy, precision, sensitivity and F1 measure. The simplest method used for val-
idation and evidence in support of the thesis being tested is to train a standard classifier (and
several similar ones, e.g. GRU and LSTM), and refer the tested variation of the method to clas-
sical approach. Previously, a method was also used to train a deep network and compare it to
machine learning algorithms. Currently, a large part of the solutions differs slightly, and the
achieved results reach approximately 99% of each quality measure when selecting appropriate
architectures and hyperparameters.

When comparing the results, it is also worth recalling testing the architecture on standard
datasets (e.g. ISOT or LIAR). This facilitates subsequent comparison to other research works
and legitimizes the proposed approach much more. The model’s behavior can be tested on own
data (this can be the first step to analyzing the model in a production environment). Due to
the satisfactory results achieved by recurrent networks in combination with classical extraction
methods, researchers are trying to look for less computationally expensive methods that maintain
the quality of classification [23]. Hence, considerations for real-time sample processing may
gain the popularity in near future.

3.2. RQ2: What strategies are employed to enhance the computational efficiency of ma-
chine learning models?

The subject of research was not always the use of methods based on the search for the best
possible solution. When looking for appropriate methods, researchers often use machine learn-
ing algorithms. The summary of research discussed in this subsection constitutes a basis for
improving and optimizing the learning process.

Preprocessing. The use of standard feature extraction methods allows for the classic extrac-
tion method related to natural language processing. However, each given problem may require
a separate extraction method. For example, the study [11], [13] proves an improvement in data
separability through the use of CV (one-hot encoding) method. CV converts the text document
in a histogram vector, where each element represents the number of appearances of a word in
the document. The vector length depends on the number of unique words in the corpus. This
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simplified extraction method allowed the SVM classifier to achieve 96% accuracy and 98%
sensitivity on the LIAR and FakeNewsNet datasets [11], [14]. The achieved results can be com-
pared with deep learning models. Moreover, the found solution is optimal, which may be a
potential solution in the context of e.g. real processing systems.

Training the model based on several different sets. Training on several datasets and eval-
uation allows to create a model that is not only generalized in a sense, but also provides solid
legitimization in the context of comparison with existing solutions. There is a possibility to en-
rich existing datasets based on collected data [22]. This approach was used by the authors of the
WELfake system [20], where results of around 96% were obtained on the BERT transformer.
According to the authors of this system, training on several data sets improves the model’s gen-
eralization and adaptation to diverse data.

3.3. RQ3: What approaches excessively optimize or minimally impact the performance
of machine learning models?

The review of the existing works allowed for the identification of several factors that make it
difficult to create an optimal and effective solution/model. The aspects considered in this sub-
section are described from the point of view of the considered problem of textual classification
of fake news in real time.

Lack of proper feature extraction. Feature extraction seems to be crucial in determining the
appropriate representativeness of the data. Currently used classic methods such as Word2Vec
seem to solve this problem quite well. On the other hand, they do not reflect emotional content,
but are based on stylometry. Some studies tried to avoid the aspect related to stylometric analysis
and decided to partially or completely abandon such feature extraction.

An example of algorithm used alone that works well in sentiment and emotional analysis
is the LIWC algorithm. The studies show, that relying solely on features related to the LIWC
algorithm does not fully represent the data, and classifiers have problems with the learning.
In the context of tweets [4], [1] proposed methods based solely on tweet-related statistics – the
number of retweets, comments, number of words, etc. It turns out that the lack of features related
to text analysis creates a problem in the classification of fake news. Hence the summarisation
that it is also worth using standard extraction methods. In the sense, we then reach the curse
of dimensionality, but based on the research conducted, it can be concluded that it is better to
extract more features than too few.

Creation of solutions heavy computationally. From the point of view of creating a system
that processes data in real time, one of the factors is creating a model that is too large compared
to the demand. This fact was observed when analyzing the works whose aim was to achieve the
best possible results, disregarding the efficiency aspect.

A potential overkill for a real-time processing system may be the creation of a classifier
based on a voting method, i.e. training many models that solve the same problem and make
the final classification based on voting. This method was used and brought the good results.
The authors of WELfake system [20] trained all available configurations of extraction methods
and deep networks and then combined the selected ones into a voting system. The results were
achieved on the set they created (it is worth noting that the solution is legitimized by making the
set publicly available) and achieved 96.73% accuracy and 96.56% F1 measure.

Own dataset usage not related with other works. When conducting the research related to the
study of a specific model or solution, not all research works use widely used data sets. Despite
the use of data sets that were created to research a given problem and achieve satisfactory results,
it is difficult to legitimize a solution based on artificial intelligence [9]. A given model could, for
example, be overfitted and not fully solve a given problem. Taking into account the previously
mentioned arguments, it is worth using an approach that uses existing popular collections and
own data.
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3.4. RQ4: What are the primary challenges associated with detecting fake news in real-
time systems?

Some studies prioritize research not solely aimed at achieving the optimal model, but rather
focus on elements that are practical and applicable in the intended use. This is justified, the vast
majority of solutions currently achieve results above 90% on most standard sets (e.g. LIAR or
ISOT). Hence, solutions based on semi-supervised or unsupervised learning (testing proportion
of marked to unmarked samples) or optimal combination of various architectures are sought.

Semi-supervised learning. This type of learning is an approach used in situations where
the available training data is partially labelled and some of data is unlabelled. This approach is
useful in cases where collecting large amounts of labeled data is expensive or time-consuming.
The use of semi-supervised learning can help to improve the performance of machine learning
models by leveraging available unlabeled data in the training process. Currently, the subject of
research is to understand the impact of the percentage of marked to unmarked samples on the
quality of classification. For this purpose, the markings of a selected percentage of samples were
removed from the training data set and the results were examined on the test set. The research
carried out on models based on deep networks on the LIAR set are presented in table 1.

Table 1. Semi-supervised learning – results for deep networks on LIAR set.

Percentage of labeled samples Accuracy Precision Recall F1 score
100% 85.01% 83.57% 99.94% 91.02%
1% 82.04% 83.60% 97.64% 90.08%
10% 82.29% 83.49% 98.13% 90.21%
30% 83.52% 83.58% 99.90% 91.01%

While the given problem does not address the issue of semi-supervised learning, the results
suggest that it is possible to use the self-learning in the future. The proposed system can be
enriched with this concept in future so that the model adapts itself to changing the trends.

Optimal usage of AI models. Currently, the fake news classification reaches over 95% in al-
most all deep learning models. The considered problem concerns the issues related to real-time
processing. The search for an optimal solution assumes not only a qualitative classification,
which research has already been achieved, but also an optimal one in terms of resource con-
sumption. Not much research has been carried out on this issue, but there are methods that
allow for parallelizing certain classification processes (e.g. the use of graphics processors) [3].

However, it was noted that works based on real-time detection of fake news tried to reduce
the number of calls to the AI model through prior filtering based on similarity testing. The
authors of HOAX system [19] proposed the following method: (1) When collecting the sam-
ples, each of them is examined based on the measure of similarity with existing fake news in
the database. (2) If the similarity measure reached a certain level, the sample is sent to the
classification model.

This approach made it possible to circumvent the use of time-intensive methods for sample
processing. On the other hand, this approach could prove more time-consuming if most of
the samples were fake news. Certainly, the challenge in relation to the problem of real-time
processing is to develop the similar methods that reduce the system load.

Multimodal fake news (similarity measurement). In works related to the detection of fake
news, some studies partially address the issue of text samples. This is due to the fact that most
forms of knowledge transfer allow the attachment of photos, videos, etc. The main problem
is the search for appropriate features in order to be able to use some type of similarity mea-
sure (e.g. cosine similarity) [21], [13]. On the other hand, the problems related to multimodal
classification seems to be unsolved.
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3.5. RQ5: What methods are utilized to optimize real-time systems?

The topic of presenting in this paper research work is related to real-time systems. In the context
of searching for solutions, this term can be understood in two ways: (1) From the moment the
sample enters the system, the response delivery process should not exceed 3 seconds. (2) The
system constantly monitors the platforms in search of an article, entry or post that is fake news
(detection is carried out in real time). In this case, it is difficult to determine the time frame for
such supervision. A key issue in the operation of such a system is the ability to scan the specific
pages of article publishers or platforms.

Hence, it was decided to investigate both of these possibilities and find the current state of
affairs for both interpretations.

Real time as real-time processing of samples. Currently, there is no research on the sample
classification time. There are a huge number of variables that influence this process. However,
during the test, it is worth measuring the sample classification time to determine the system’s
efficiency. Additionally, when creating an artificial intelligence system, it is worth embedding
the model on a graphics processor. This allows the model to parallelize impulse processing. The
use of Pytorch library may be particularly useful here (it has easy-to-use mechanisms that do
not generate the errors).

Real time as data processing from external sources. Currently, the real-time data processing
focuses more on monitoring various types of online platforms. The purpose of such a system is
to process data that appears on a given platform (e.g. Google News) and classify it (usually as
true or false) or only false based on existing data.

In recent years, several solutions have been developed to detect fake news in real time. Such
a prototype is, for example, the FADE system [6]. In the optimization approach, it was decided
to use a representation of 19 (relatively few) features. The SVM classification method was
also used, which is relatively simple without the use of deep networks. The results achieved
an accuracy of up to 90%. A similar approach was used to create the HOAX inspector system,
where only machine learning algorithms were used in the research. The system normally collects
data from selected websites and then classifies them.

4. Conclusions
In summary, real-time detection of fake text messages using machine learning is a dynamically
developing field that is gaining importance in the context of growing digital threats. The de-
velopment of advanced algorithms and natural language processing techniques allows for more
effective and precise differentiation of authentic messages from fraudulent ones. Research in
this area has shown that machine learning models can achieve high accuracy and efficiency,
which are crucial for the battle against such threats.

With the effective application of machine learning models and their optimal performance,
several challenges must be addressed. Key issues include data management, such as the re-
quirement for extensive and representative datasets for training, and concerns surrounding data
privacy and security, which present substantial barriers. Furthermore, deploying real-time de-
tection systems necessitates robust infrastructure and efficient monitoring mechanisms, entailing
additional overheads and technological prerequisites.

In our study we delve into the methodologies and findings in the detection of fake news us-
ing machine learning techniques. By addressing critical research questions, such as identifying
prevalent machine learning methods for text classification, strategies for enhancing computa-
tional efficiency, and challenges specific to real-time detection systems, this paper provides a
comprehensive overview of the current state of the field. The findings highlight the importance
of optimized feature extraction methods and model architectures in achieving high accuracy
rates. Strategies to improve computational efficiency, such as parallelization and pre-filtering



ISD2025 BELGRADE, SERBIA

based on similarity measures, are examined to address the operational demands of real-time
systems.

Apart from laying the groundwork for future advancements in AI-driven fake news detec-
tion systems, this study highlights the need for collaboration between academia, industry and
government which also impact the developing effective solutions. Integrating modern technolo-
gies such as artificial intelligence and big data and developing standards and regulations for the
security of electronic communications will contribute to creating a more secure digital environ-
ment. As technology advances, more and more advanced and effective tools can protect against
fake text messages.
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