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Abstract

The development of cloud computing has opened up new opportunities for enterprises in
implementing information and communication technologies. Despite the numerous benefits
associated with its use, certain barriers and risks also emerge, affecting organizational
functioning. To assess their nature and scope, the authors conducted empirical research among
companies using services based on the Cloud Computing model, applying the ELECTRE TRI
method — a tool belonging to the group of Multi-Criteria Decision Analysis (MCDA)
methods. The analysis of the results indicated that the most significant challenges are of an
organizational nature. At the same time, most of the surveyed enterprises were classified into
categories indicating a low or moderate level of perceived barriers and risks.

Keywords: Cloud Computing, barriers and risks of CC implementation, management,
Electre TRI method.

1. Introduction

Currently, available information technologies can significantly improve the
implementation of business processes, determine new possibilities in the scope of
enterprise management, and become the foundation for developing new business models.
In recent years, new opportunities have appeared in planning, organizing, implementing,
maintaining, and developing enterprise IT resources - from traditional local solutions to IT
technologies based on the service model (Cloud Computing). As a model enabling access
to a common pool of configurable IT resources (e.g. servers, memory, applications) via the
network, cloud computing is one of the key pillars of digital transformation in enterprises.

The development potential of cloud computing makes using IT solutions based on this
service model in enterprises increasingly popular. Despite numerous advantages and
development opportunities, the implementation and operation of cloud computing in
enterprises are associated with many challenges and limitations that may affect the
effectiveness and efficiency of its use. The article examines how enterprises perceive the
barriers and risks associated with implementing cloud computing. For this purpose, the
following research questions were asked:

RQ1 — Does the size of the enterprise affect the perception of barriers and risks associated
with implementing IT solutions available in cloud computing?

RQ2 — Does the business profile of enterprises affect the perception of barriers and risks
associated with implementing IT solutions available in cloud computing?

To achieve the assumed goal and obtain answers to the research questions, the authors
conducted research on over 400 small and medium-sized enterprises in Poland. The study
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of the perceived barriers and risks related to implementing cloud computing is essential for
theory and practice. This study complements the previous findings with an analysis of the
perception of barriers, significantly expanding the scope of research with new aspects of
the perception of the Cloud Computing model.

2. Literature review

Dynamic market changes require the flexibility of enterprises and rapid adaptation of strategy,
structure, processes, and technologies to new business conditions. As a result, the demand of modern
enterprises for flexible, scalable, easily accessible, and paid for depending on actual use I'T solutions
(servers, storage, network devices, programming platforms, and specialized applications with
avariety of related services) offered in the cloud computing, is growing. The ongoing
computerization and automation of processes, the constantly increasing amount of data resources,
and the growing demand for computing power also favor decisions on the use of the cloud
computing model in the operations of enterprises and limit the role of the current, traditional model
of maintaining and developing their IT infrastructure (on-premise). Additionally, through cloud
computing, enterprises can access modern, technologically advanced IT solutions without
purchasing, updating, and servicing them. Using IT solutions in cloud computing allows enterprises
to focus on implementing their development strategy and generating innovative products and
services, avoiding excessive involvement in managing ICT resources.

IT solutions in cloud computing provide many benefits, including cost saving, scalability,
mobile storage, anytime anywhere access, better security, easy scalability [10]. In addition, cloud
computing enables businesses to grow rapidly, scale, and adapt, accelerating innovation, increasing
company agility, streamlining operations, cutting costs, and enhancing long-term growth [3].
Despite its numerous advantages, adopting cloud computing in enterprises is also associated with
serious challenges. There are several challenges in cloud computing, such as privacy and data
security, availability, data jurisdiction, technical challenges, cultural resistance, data ownership, and
data/service reliability [2]. Barriers and problems related to implementing cloud computing can also
be classified as security and privacy of sensitive enterprise data, availability/reliability, little control
over services, legal compliance, the absence of appropriate SLA, integration with current
infrastructure, and unclear payment system [21]. In another approach, we can distinguish among
the threats and risks related to cloud computing: lack of control capability, the need for IT specialists,
the importance of internet connection needs, security&risk, government regulation, challenge of
migration issues, and continuing change [17]. It should be emphasized that the barriers and risks
associated with implementing cloud computing can be classified differently depending on the
service or type of cloud computing used. It may also result from the specificity of a given enterprise.

Enterprises may perceive the barriers and risks of cloud computing (CC) adoption differently
depending on their size. While some studies report no direct correlation between company size and
CC-related challenges [12], others suggest that small enterprises face more severe obstacles—such
as limited budgets, concerns over data security, lack of cloud knowledge, and shortage of IT
specialists. In contrast, medium-sized enterprises, with greater financial and human resources, tend
to view implementation costs and security risks as moderate due to the presence of internal IT teams
and structured data protection procedures [7],[14],[8],[11],[13]. This indicates a potential link
between enterprise size and perception of CC adoption challenges. However, the literature lacks
detailed analysis that differentiates barriers by company size, which justifies the use of multi-criteria
methods for further investigation.

Similarly, industry profile influences how SMEs perceive CC-related barriers. While
concerns such as cost and security are universal, their importance varies by sector. In some
studies, the business profile is considered secondary due to the increasing universality and
flexibility of cloud-based solutions [4]. A review of the literature shows, for example, that in
the finance, healthcare, and public administration, regulatory compliance and data security are
primary barriers. Manufacturing firms emphasize system compatibility and production
continuity, while retail and service enterprises often face risks related to operational disruptions,
limited solution flexibility, and insufficient IT knowledge [5],[16],[6],[9]. There is a lack of
research on CC adoption barriers and risks across SME industry sectors, highlighting the need
for a multi-criteria approach to assess their importance and relevance.
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3. The Methodology

The ELECTRE (ELimination Et Choix Traduisant la REalia) method is one of the methods
classified as MCDA (Multi-Criteria Decision Analysis), a multi-criteria algorithm used in the
decision support process, enabling the selection of the best alternative from many possible
options. ELECTRE TRI is a multi-criteria decision support method used to assign alternatives
to ordered categories based on outranking relations. The main assumptions of this method
consist of comparing the evaluations of alternatives against reference thresholds, which allows
for the classification of options into specific decision categories [1]. The ELECTRE method
generally defines a set of decision criteria and their weights. A decision matrix is created in
which each row corresponds to an alternative, and each column corresponds to one of the
criteria. On the other hand, ELECTRE TRI enables the classification of decision variants into
predefined, ordered categories described by profiles. Assignment of a variant to a given
category is performed using a pessimistic or optimistic procedure. Based on the results
obtained, a ranking of alternatives is established, and the one that achieved the highest position
in the ranking is selected.

The research was conducted, in October 2023, among small and medium-sized enterprises
operating in Poland that use solutions offered by CC in their operations. The main criterion for
sample selection was the fact that enterprises used cloud computing (CC). This was the first
question included in the survey, which served as the primary research tool. If the answer was
negative, the given enterprise was excluded from further study. A total of 409 companies
participated in the research, of which 56% were small enterprises and 44% were medium-sized.
Considering that approximately 55 thousand such entities operate in Poland, a formula was
used to determine the minimum sample size, allowing its size to be determined while
maintaining representativeness. The calculations showed that with the assumed confidence
level of 1-a = 0.95 and the maximum estimation error € = 5%, the minimum sample size should
be 384 surveys. Therefore, because the research included 409 enterprises, it can be assumed
that the condition of representativeness was met.

Table. 1. CC implementation barriers and risks — classification by key aspects

Aspects Threats
Economical High costs of broadband Internet connections
Lack of tax incentives or EU funding

Risk of incurring additional/unexpected costs (due to adjustment activities, integration, higher level of services),
which means that the costs of implementing and using cloud computing solutions will be higher than expected

Safety Problems related to the security of collected and processed data

Dependence on the quality of the Internet connection (Internet network failures preventing the use of IT resources)

Market immaturity generates the risk of cooperation with an unprofessional supplier.

Lack of local technical support

Risk of losing IT knowledge

Technological Lack of or limited control over the supplier's activities

Difficulties in adapting IT resources to the customer's needs (limited functionality of solutions offered in the cloud)

Problems related to data migration

Limited possibilities of integrating own/local IT resources with IT resources available in the cloud

Technological immaturity of solutions offered in the cloud

Lack of an appropriate language version

Risk that clouds solutions will not meet expectations (e.g., of employees, management, customers)

Organizational | Legal problems (different regulations in different countries, unfavorable or ambiguous contract

Partial or complete dependence on the supplier

Lack of qualified staff and necessary competencies to implement and develop CC solutions

Technological complexity of IT solutions available in cloud computing hinders effective management.

Uncertainty and reluctance to change existing local solutions (management reserve towards CC, resistance

In total, 20 threats (criteria) were identified and grouped into four groups.

As mentioned earlier, the article aims to determine to what extent enterprises, depending
on their size and business profile, perceive barriers and risks related to implementing cloud
computing (CC). For the purpose of structured analysis, the identified barriers and risks were
classified according to four key aspects: Economical, Safety, Technological, and
Organizational (Table 1).
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4. The research results

This section presents the results of the analyses that were conducted. In our case, the
ELECTRE Tri method's input data were the vectors of criteria values for the examined
enterprises (objects), criteria weights, class profiles, and thresholds: indistinguishability,
preferences, and veto. In the first stage, each group of barriers and risks (assessment criteria)
was assigned equal weights of 1 (Scenario 1), and differentiated weights were determined based
on the authors' expertise (Scenario 2). The adopted weights of scenario 2 reflect the relative
importance of individual aspects for the effective implementation of cloud computing. Their
values were determined based on the experience and knowledge of the authors and the analysis
of available literature and market practice:

* Safety (1.0) — given the highest weight because data protection and cybersecurity are key
challenges in implementing cloud computing. Enterprises are concerned about the risk of
unauthorized access, cyberattacks, and loss of control over data stored with external suppliers.
The high weight of this criterion also results from applicable legal regulations, such as GDPR,
NIS2, and DORA, which require a rigorous approach to information protection.

* Organizational (0.8) — the second important factor is organizational readiness to
implement the cloud. Many companies encounter employee resistance and the need
to transform the IT management structure. The high weight of this criterion results from the
fact that adapting new technologies requires a change in mentality, staff training, and
adjustment of operational processes, which directly affects the success of the implementation.

* Technological (0.6) — technological fit is a necessary but less critical aspect. Although the
cloud offers a wide range of solutions, companies must consider the compatibility of existing
IT infrastructure, system performance, and ease of cloud integration with local IT resources.
Migration, performance, and flexibility issues can make implementation difficult but are
usually solvable through appropriate vendor selection and IT architecture adjustments.

* Economical (0.4) — the lowest weight was assigned to the economic aspect because the
costs of implementing cloud computing, although significant, are not a major barrier for most
companies. Many organizations treat the cloud as a way to optimize operational and investment
costs, and flexible subscription models allow for the gradual implementation of solutions.
However, unforeseen expenses, such as those related to system integration or training, can
affect the overall profitability of the investment.

The adopted weights reflect the hierarchy of key challenges facing companies
implementing cloud computing. Data security and organizational preparation were considered
the most critical factors determining the success of the implementation. Technological and
economic aspects, although also important, are supporting and can be managed through
appropriate planning and implementation strategy.

Then, a classification was carried out, distinguishing three main classes (1, 2, and 3) and
two intermediate classes (1/2 and 2/3), also called virtual, intended for objects whose
assignment to neighboring basic classes was ambiguous: Class 1 — very low level of barriers
and risks, Class 1/2 —low level of barriers and risks, Class 2 — medium/average level of barriers
and risks, Class 2/3 — high level of barriers and risks, Class 3 — very high level of barriers and
risks. In the next step, after determining the number of main classes, their boundaries,
or separating profiles, were determined. Then, for each profile and criterion, the threshold
values were determined: indistinguishability (Q), preference (P), and veto (V) (table 2).

Table. 2. Weight values, thresholds, and profiles for each evaluation criterion

Aspects Scenario 1: Wy Scenario 2: W, Py* Q P, Vi (veto)
Economical 1 0,4 7,00 0,21 1,05 2,1
Safety 1 1 11,67 0,35 1,75 3,5
Technological 1 0,6 16,33 0,49 2,45 49
Organizational 1 0,8 11,67 0,35 1,75 3,5

Wai W2, Py* Q: P, V, (veto)
Economical 1 0,4 11,00 0,33 1,65 33
Safety 1 1 18,33 0,55 2,75 5,5
Technological 1 0,6 25,67 0,77 3,85 7,7
Organizational 1 0.8 18,33 0,55 2,75 5,5

* W —vector of weighting factors; **P,, P,— class separation profiles
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The cut-off threshold A should be in the range (0.5-1.0), following the generally recommended
practice. The value of 0.75 was adopted for the research purposes. For all criteria indicating
threats resulting from the use of CC, the "cost" type was established, meaning ("the more, the
worse" - the decision maker prefers objects from lower classes over objects from higher
classes).

Figures 1, 2, and 3 present a summary of the assignment of objects to individual classes
using the optimistic procedure, the pessimistic procedure, and together with the use
of virtual classes for weights equal to 1 (scenario 1).
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As aresult of using the optimistic procedure (fig. 1), the companies were classified into
three designated classes. The majority of them (67%) were classified into class 2, meaning
that the companies indicated a moderate level of barriers and risks resulting from using
CC. Only 0.2% of the companies that identified a very high level of this type of threat were
classified into class 3. In this procedure, only one medium-sized company operating in the
transport & warehouse industry rated this aspect very highly.

As aresult of using the pessimistic procedure (fig. 2), more than half of the companies
(70.7%) assessed the barriers and risks as moderate, almost 1/3 of the companies (28.4%)
as very low, and only four of them, less than 1%, as very high. These four companies
include three medium-sized companies operating in the industrial and transport
& warehouse sectors and one small company operating in the trade sector.

Comparing the obtained results, which are the effect of applying two different
procedures, it can be stated that the structure of the individual classes is very similar
because, in both cases, the most significant number were those enterprises that showed low
and moderate levels of barriers and risks resulting from the use of CC. In the case of
belonging to class 3, some ambiguity was noticed in the assignment to classes. In the
optimistic procedure, one enterprise was classified as it, while in the pessimistic procedure,
this number increased to four.

Analyzing the affiliation to the classes in general (fig. 3), i.e., aggregating the different
results of the optimistic and pessimistic assignment to two virtual classes, it is visible that the
largest group (66.3%) was in class 2, which indicates a moderate level of barriers and risks
related to the use of CC. A significant percentage (28.4%) was assigned to class 1, where they
were assessed as very low, while only 0.2% of enterprises were classified in class 3, identifying
a very high level of these threats. One enterprise was classified as a medium-sized entity
operating in the transport & warehouse industry. Virtual classes supplemented the
classification - 4.4% of companies were on the border between classes 1 and 2, indicating low
barriers and risks, and 0.7% in class 2/3, where they were assessed as high.

In the next step, analogous analyses were carried out, but for different weight values: the
safety aspect was assigned weights equal to 1, the organizational aspect weights equal to 0.8,
the technological aspect weights equal to 0.6, and the economic aspect weights equal to 0.4.

Figures 4, 5, and 6 present a summary of the assignment of objects to individual classes
in the optimistic procedure, pessimistic procedure, and in general for individual weight values.
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Fig. 4. Class Membership - Fig. 5. Class Membership - Fig. 6. Class Membership —
Optimistic Procedure Pessimistic Procedure General (with virtual classes)

In the optimistic procedure (fig. 4), enterprises were classified into the first, second,
and third classes. Most of them (68.5%) were classified into class 2, meaning enterprises
indicated a moderate level of barriers and risks resulting from using CC. One of the same
enterprises (i.e., 0.2%) was also classified into the third class, as in scenario 1. In the
pessimistic procedure (fig. 5), almost % of enterprises (73.1%) indicated a moderate level
of barriers and risks resulting from the use of CC, % of enterprises (25.4%) rated it very
low, and only six of them (1.5%) rated it very high. These six enterprises include four
medium-sized enterprises operating in the industrial and transport & warehouse sectors
and two small enterprises operating in the trade, information, and communication sectors.

Comparing the results obtained using two different procedures considering different
weights, it can be seen that the structure of the individual classes remains very similar. In both
cases, the dominant group were companies that assessed the level of barriers and risks related
to using CC as low or moderate. Also, in the case of belonging to class 3 - in the optimistic
procedure, only one company belongs to this class, and in the pessimistic procedure - six.

Analyzing the affiliation to the classes in general (fig. 6), i.e., aggregating the different
results of the optimistic and pessimistic assignment to two virtual classes, it is visible that
the largest group (67.2%) was in class 2, which indicates a moderate level of barriers and
risks related to the use of CC. A significant percentage (25.4%) was assigned to class 1,
where they were assessed as very low, while only 0.2% of enterprises were classified
to class 3, identifying a very high level of these threats. One enterprise was classified into
the latter group, as in scenario 1. Virtual classes supplemented the classification - 5.9%
of companies were on the border between classes 1 and 2, indicating low barriers and risks,
and 1.2% in class 2/3, where they were assessed as high.

Table 3 presents the affiliation to individual classes depending on the size and industry
of the enterprises in the case of weights equal to 1.

Table. 3. Affiliation to individual classes depending on the size and industry of the enterprises
(Weights equal to 1)

Class1 | Class1-2 | Class2 | Class2-3 | Class 3 Total
All categories 116 18 271 3 1 409
Administration and operations 15 1 14 0 0 30
Construction 1 1 8 0 0 10
Professional, scientific, and technical activities 0 0 9 0 0 9
Education 6 0 3 0 0 9
Trade 27 6 59 1 0 93
Information and Communication 7 0 17 0 0 24
Culture, entertainment, and recreation 8 0 10 0 0 18
Other service activities 7 0 19 0 0 26
Industry 0 4 1 0 9
Transport and storage 39 9 125 1 1 175
Accommodation and catering 2 1 3 0 0 6
Size of the enterprise Class1 | Class1-2 | Class2 | Class2-3 | Class 3 Total
Medium 52 6 117 2 1 178
Small 64 12 154 1 0 231

Analysis of the structure of enterprises in terms of their size reveals an apparent
convergence in the assessment of the level of barriers and risks related to the use of CC. The
most significant percentage in both groups were enterprises, indicating a moderate level of
these barriers - 37.7% among small and 28.6% among medium-sized enterprises. Similar
proportions were observed in classes 1 and 1-2, where 15.6% of small and 12.7% of medium-
sized enterprises assessed the barriers and risks as very low, while 2.9% of small and 1.5% of
medium-sized enterprises classified them as low.

Analyzing the obtained results in terms of the sector of enterprise activity, there is also
some convergence. The largest group consists of enterprises that showed a moderate level of
barriers and risks resulting from using CC, with 66% representing all sectors of activity.
In second place was the group of enterprises (33%) that assessed this threat as very low and
low. However, only four companies (one commercial, one industrial, and two from transport
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and warehousing) rated the barriers and risks of using CC as high and very high (less than 1%).

Table 4 presents the assignment to individual classes depending on the enterprises' size and
sector of activity in the case of specific weights. In this case, too, there is a certain convergence
among the analyzed enterprises regarding their size. In both groups, the highest percentage
were enterprises with moderate barriers and risks related to using CC - 37% among small and
30% among medium-sized enterprises. Similar proportions were observed in classes 1 and 1-
2, where 14% of small and 11% of medium-sized enterprises indicated a very low level of
barriers and risks, and 5% of small and 1% of medium-sized enterprises assessed them as low.

Table 4. Affiliation to individual classes depending on the size and industry of the enterprises

(specific weights)
Class1 | Class1-2 | Class2 | Class2-3 | Class3 Total
All categories 104 24 275 5 1 409
Administration and operations 13 2 15 0 0 30
Construction 1 1 8 0 0 10
Professional, scientific, and technical activities 0 0 9 0 0 9
Education 6 2 1 0 0 9
Trade 24 5 63 1 0 93
Information and Communication 1 16 1 0 24
Culture, entertainment, and recreation 7 1 10 0 0 18
Other service activities 1 19 0 0 26
Industry 4 0 4 1 0 9
Transport and storage 36 9 127 2 1 175
Accommodation and catering 1 2 3 0 0 6
Size of the enterprise Class1 | Class 1-2 | Class2 | Class2-3 | Class3 Total
Medium 45 5 124 3 1 178
Small 59 19 151 2 0 231

When analyzing the results in the context of the industry of activity, certain similarities can also
be seen. The largest group (67%) comprises enterprises representing all sectors that indicated
moderate barriers and risks. In second place were entities (31%) that assessed these factors as very
low or low. On the other hand, only six enterprises - one commercial, one from the information and
communication industry, one industrial, and three from the transport and storage sector - indicated
a high or very high level of barriers and risks, which is less than 1.5%.

5. Conclusions

The increasing adoption of cloud computing (CC) stems from its key benefits, including cost
efficiency, process flexibility, and enhanced competitiveness. However, its implementation is not
free from barriers and risks that may influence enterprise operations. This study assessed these
factors using the ELECTRE TRI method, analyzing 20 criteria across four dimensions: Economical,
Safety, Technological, and Organizational. The impact was evaluated across enterprises of different
sizes and business profiles. Results indicate that most enterprises perceive CC-related risks and
barriers as low or moderate, regardless of the weighting scenario applied. Both equal weighting
(scenario 1) and differentiated weighting (scenario 2) yielded similar class structures, with
a dominant share of enterprises reporting low to moderate perceived risks. When segmented by
company size, both small and medium enterprises showed convergence in their assessments, with
the majority indicating moderate levels of risk. In both weighting scenarios, most enterprises
(66-67%) assessed cloud computing barriers and risks as moderate, while around 31-33% rated
them as low or very low. Only a small fraction (less than 1.5%) indicated high or very high-risk
levels. The similarity of results confirms the robustness of the classification regardless of weighting
assumptions. These findings suggest growing awareness among enterprises of CC-related risks,
yet they do not perceive these challenges as significant enough to discourage adoption. Despite
its contributions, the study has limitations. Future research could benefit from including CC
users at the operational level to broaden the perspective. Applying additional MCDM methods
could also enrich the analysis. The results offer practical guidance for cloud service providers
and policymakers, and support further academic exploration of risk dynamics in CC adoption.
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